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Abstract: 

This document introduces the initial definition of a 
vocabulary entitled Melodic Metadata Schema. This Schema 
aggregates a number of classes and properties that 
correspond to concepts used for describing requirements, 
constraints and offerings’ characteristics in multi-cloud 
placement decisions. The description of such characteristics 
will constitute the background of the Melodic mechanisms for 
properly managing big data, optimising the placement of 
processing jobs and controlling access requests in multi-
cloud environments. The Metadata Schema comprises the 
Application Placement, Big Data and Context Aware Security 
models that group a number of classes and properties to be 
used for defining where a certain big data application should 
be placed; what are the unique characteristics of the data 
artefacts that needs to be processed; and what are the 
contextual aspects that may be used for restricting the access 
to the sensitive data. 

This deliverable also discusses the envisioned ways that the 
Metadata Schema can be used for extending the CAMEL 
language. Concepts from this Schema potentially affect the 
Requirement, Metric, Scalability, Location, Provider and 
Security sub-models of CAMEL.  

Multi-cloud Execution-ware 

for Large-scale Optimised 

Data-Intensive Computing 

 

  
H2020-ICT-2016-2017  

Leadership in Enabling and 
Industrial Technologies; 
Information and 
Communication 
Technologies 

Grant Agreement No.: 

731664  

Duration: 

1 December 2016 - 
30 November 2019 

www.melodic.cloud 

Deliverable reference: 

D2.4 

Date: 

02 November 2017 

Responsible partner: 

Institute of Communications 
and Computer Systems 

Editor(s): 

Yiannis Verginadis 
 

Author(s): 

Yiannis Verginadis,  
Ioannis Patiniotakis,             
Christos Halaris,              
Gregoris Mentzas,            
Kyriakos Kritikos,                         
Keith Jeffery   

Approved by: 

Ernst Gunnar Gran 

ISBN number: 

N/A 

Document URL: 

http://www.melodic.cloud/d
eliverables/D2.4 Metadata 
Schema.pdf  

This project has received funding from  
the European Union’s Horizon 2020 research  
and innovation programme under grant agreement No 731664   

Ref. Ares(2017)6178881 - 18/12/2017

http://www.melodic.cloud/
http://www.sec_bridge.eu/
http://www.melodic.cloud/deliverables/D2.4%20Metadata%20Schema.pdf
http://www.melodic.cloud/deliverables/D2.4%20Metadata%20Schema.pdf
http://www.melodic.cloud/deliverables/D2.4%20Metadata%20Schema.pdf


 

www.melodic.cloud     2 

Editor(s):  
Yiannis Verginadis 

 

Deliverable reference:  
D2.4 

 

 

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 731664  

 

 

 

  

Document 

Period Covered M1-10 

Deliverable No. D2.4 

Deliverable Title Metadata Schema 

Editor(s) Yiannis Verginadis 

Author(s) Yiannis Verginadis, Ioannis Patiniotakis, Christos Halaris, 
Gregoris Mentzas, Kyriakos Kritikos, Keith Jeffery 

Reviewer(s) Pawel Gora, Keith Jeffery 

Work Package No. 2 

Work Package Title Architecture and Data Management 

Lead Beneficiary ICCS 

Distribution PU 

Version 14.6 

Draft/Final Final 

Total No. of Pages 101 + One Appendix 

http://www.melodic.cloud/


 

www.melodic.cloud     3 

Editor(s):  
Yiannis Verginadis 

 

Deliverable reference:  
D2.4 

 

 

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 731664  

 

Table of Contents 

Metadata Schema .............................................................................................................................................................. 1 

1 Introduction ....................................................................................................................................................... 6 

1.1 Scope of the Document ................................................................................................................................. 6 

1.2 Structure of the Document ........................................................................................................................... 9 

2 Summary of Vocabularies and Ontologies Related to Data-aware Multi-cloud Computing
 ………………………………………………………………………………………………………………………………………………………………………..10 

3 Metadata Schema for Data-aware Multi-cloud Computing .......................................................... 16 

3.1 Overview ........................................................................................................................................................... 16 

3.2 Application Placement Model .................................................................................................................. 18 

 Application Placement Model Overview .............................................................................................. 18 

 Application Placement Model Details ................................................................................................... 19 

3.3 Big Data Model ................................................................................................................................................42 

 Big Data Model Overview ............................................................................................................................42 

 Big Data Model Details ................................................................................................................................ 44 

3.4 Context Aware Security model ................................................................................................................ 83 

 Context Aware Security model Overview ............................................................................................ 83 

 Context Aware Security model Details .................................................................................................84 

4 CAMEL Updates based on Metadata Schema ....................................................................................90 

5 Conclusions...................................................................................................................................................... 96 

References ......................................................................................................................................................................... 98 

Appendix – Metadata Schema Serialization ..................................................................................................... 102 

 

  

http://www.melodic.cloud/


 

www.melodic.cloud     4 

Editor(s):  
Yiannis Verginadis 

 

Deliverable reference:  
D2.4 

 

 

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 731664  

 

List of Figures 

Figure 1: The class diagram of the CAMEL metamodel denoting the sub-models that may be 
extended using the Metadata Schema ..................................................................................................................... 8 

Figure 2: Part of the class diagram of the requirement package related to hardware, OS, image, 
and provider requirements (Rossini et al., 2015) ................................................................................................. 10 

Figure 3: Saloon Ontology (Quinton et al., 2012; Quinton et al., 2013) ........................................................... 11 

Figure 4: DICE Metamodel for big data intensive applications ..................................................................... 13 

Figure 5: Data Domains from the CSA Big Data Taxonomy (Murthy et al., 2014) ................................... 14 

Figure 6. PaaSword Context Aware Security Model Overview (Verginadis et al., 2016) ..................... 15 

Figure 7: Melodic’s Metadata Schema Overview ................................................................................................ 16 

Figure 8: Application Placement Model Overview ............................................................................................. 19 

Figure 9: Application Placement Model’s UML Class Diagram (1/2) .......................................................... 40 

Figure 10: Application Placement Model’s UML Class Diagram (2/2) ......................................................... 41 

Figure 11: Big Data Model’s Overview Diagram (1/3) ..........................................................................................42 

Figure 12: Big Data Model’s Overview Diagram (2/3) ......................................................................................... 43 

Figure 13. Big Data Model’s Overview Diagram (3/3) ........................................................................................ 44 

Figure 14: Big Data Model’s UML Class Diagram (1/5) ....................................................................................... 78 

Figure 15: Big Data Model’s UML Class Diagram (2/5) ....................................................................................... 79 

Figure 16: Big Data Model’s UML Class Diagram (3/5) ....................................................................................... 80 

Figure 17: Big Data Model’s UML Class Diagram (4/5) ....................................................................................... 81 

Figure 18: Big Data Model’s UML Class Diagram (5/5) ....................................................................................... 82 

Figure 19: Security Context Element -Melodic Extensions ............................................................................ 83 

Figure 20: Permission - Melodic Extensions ........................................................................................................84 

Figure 21: A snapshot of CAMEL focusing on its new concepts and extensions .................................. 92 

Figure 22: CAMEL snippet showing how GPU capabilities and requirements can be specified ..... 93 

Figure 23: The transformation from Metadata Schema to CAMEL for Amazon AWS cloud 
locations............................................................................................................................................................................. 94 

Figure 24: The bidirectional templating for metrics ......................................................................................... 95 

  

http://www.melodic.cloud/


 

www.melodic.cloud     5 

Editor(s):  
Yiannis Verginadis 

 

Deliverable reference:  
D2.4 

 

 

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 731664  

 

List of Tables 

Table 1: Legend of the Overview and UML diagrams ........................................................................................ 18 

Table 2: IaaS, PaaS, Provider Details ........................................................................................................................ 20 

Table 3: Security Controls Details ............................................................................................................................. 34 

Table 4: Big Data Aspects Details .............................................................................................................................. 45 

Table 5: Data Location Details .................................................................................................................................... 52 

Table 6: Data Management Details ........................................................................................................................... 55 

Table 7: Data Domains Details .................................................................................................................................... 73 

Table 8: Context Aware Security model Details .................................................................................................. 85 

  

http://www.melodic.cloud/


 

www.melodic.cloud     6 

Editor(s):  
Yiannis Verginadis 

 

Deliverable reference:  
D2.4 

 

 

This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 731664  

 

1 Introduction  

This document reports on the initial design of Melodic’s Metadata Schema for data-aware multi-
cloud computing. Its objective is to aid the data management, access control, and data-aware 
application design for distributed and loosely-coupled multi-cloud applications. This objective is 
addressed by introducing terminology and vocabulary aspects of metadata that will be mainly 
used for extending the domain specific language (DSL), i.e. the Cloud Application Modelling and 
Execution Language (CAMEL) (Kritikos et al., 2014; Rossini et al., 2015), that Melodic will use for 
describing big-data applications, their requirements and the available offerings. We note that the 
Melodic’s Metadata Schema provides a thesaurus structure that describes entities and their 
interrelations. Specifically, the schema hierarchically structures, into a vocabulary, all the 
concepts (represented as lexical terms) that are relevant for describing cloud application 
requirements, big data aspects and characteristics (with respect to the input and output of these 
applications) and the offered cloud infrastructure capabilities for discovering optimised multi-
clouds placement opportunities. Moreover, this Metadata Schema will encapsulate all the 
necessary concepts for enabling the context-aware authorization functions that the Melodic 
platform envisions to support.  

 

1.1 Scope of the Document  

One of the first decisions of the Melodic consortium was to use this vocabulary in order to extend 
the Cloud Application Modelling and Execution Language (CAMEL) (Kritikos et al., 2014; Rossini et 
al., 2015), developed in the frame of the PaaSage1 project. CAMEL enables the specification of 
multiple aspects of multi-cloud applications (i.e., applications deployed across multiple private, 
public, or hybrid cloud infrastructures), facilitating the optimised application placement and 
adaptation over multiple cloud infrastructures. This approach follows the model-driven 
engineering (MDE) paradigm (Frankel, 2003) that enables the modelling abstraction from the 
implementation details of heterogeneous cloud services. This also enables the development of 
appropriate mechanisms that allow both direct and programmatic manipulation of design and 
runtime models in order to facilitate the efficient matchmaking between cloud applications’ 
requirements and the available multi-cloud offerings. Among others, CAMEL introduces or builds 
on top of various sub-models in order to support the specification of cloud application 
requirements (e.g. Hardware, OS & Image and Provider Requirements, Location requirements, 
Security requirements, Scalability requirements/rules, Service Level Objectives (SLOs)). Based on 
these sub-models an application developer is able to describe its application requirements that 

                                                        
1 https://paasage.ercim.eu/  
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will drive the multi-cloud placement process (see for example List 1 that captures a part of a cloud 
application specification in CAMEL that requires that the certain application should be placed 
only on VMs located in Germany and with a number of cores between 8 and 32 and RAM between 
4 and 8 MB). The main issue with the current status of CAMEL is that any concept (e.g. number of 
cores, RAM, location etc.) that can be used in a requirement specification has been statically 
predefined, while the process for extending such a vocabulary can be proven cumbersome. This 
is an issue especially for the Melodic platform where the use of CAMEL should be accompanied 
by the capability to provide data-awareness in the cloud application specifications. For example, 
the optimal placement of a cloud application that performs batch processing over petabytes of 
data, is likely to be different from the optimal placement of an application that conducts real-time 
processing over data streams with a velocity of several gigabytes per second). Thus, big data 
related requirements need to be supported by an extended CAMEL by incorporating a number of 
additional vocabulary terms representing concepts according to the Melodic adopter’s needs (e.g. 
VM requirements based on GPU offerings). Melodic’s Metadata Schema will constitute the 
medium for modelling any concept necessary for expanding the CAMEL’s expressivity with 
respect to cloud application requirements specifications and offerings descriptions, respectively 
(i.e. CAMEL’s requirement and provider sub-models). 

 

requirement model ScalarmRequirement  {  

    quantitative hardware CoreIntensive  {  

        core: 8.. 32 

        ram: 4096.. 8192 

    }  

    os Ubuntu {os: 'Ubuntu'  64os}  

    location requirement  GermanyReq {  

        locations [ ScalarmLocation .DE]  

    }  

List 1: Requirement Model Example in 
CAMEL 

location model ScalarmLocation  {  

    region EU {  

        name: 'Europe'  

    }  

    country DE {  

        name: 'Germany'  

        parent regions [ ScalarmLocation .EU]  

    }  

    }  

List 2:  Location Model Example in CAMEL  

 

Furthermore, this Metadata Schema will affect and extend the available concepts representing 
raw metrics (i.e. attributes measurable whose values can be obtained from system sensors; e.g. 
current CPU usage), along with the variables (i.e. attributes for which any of the solver 
mechanisms (Zahid et al., 2017) are the sensors that assign possible values) used for describing a 
utility function (capturing preferences) or declaring constraints, thus bounding the application 
placement problem. In Figure 1, we denote with red circles the classes of the CAMEL metamodel 

http://www.melodic.cloud/
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2 Summary of Vocabularies and Ontologies Related to Data-
aware Multi-cloud Computing  

In this chapter, we discuss relevant vocabularies and ontologies already used in CAMEL or in 
other big data related projects. We focus only on efforts that introduce relevant concepts or 
hierarchies, valuable for constructing a generic schema that may serve as a background 
vocabulary to be used for defining the critical concepts that will drive the placement and 
reconfiguration of big data applications over multi-cloud resources.  

 

Figure 2: Part of the class diagram of the requirement package related to hardware, OS, image, 
and provider requirements (Rossini et al., 2015) 

From a focused state of the art analysis, we have detected a number of efforts that introduce 
definitions and taxonomies of relevant concepts. For example, the work of Ranjan et al. (2015) 
presents an overview of cloud resource orchestration programming issues, where several IaaS 
and PaaS concepts, but also data persistence and distributed ML appliances, have been defined. 
In another interesting work (Höfer & Karagiannis, 2011) that analyses the available cloud 
computing services and identifies some of their main characteristics, the authors propose a tree-
structured taxonomy. Its purpose is to enable quick classifications and comparisons among 
different cloud computing services by starting from and elaborating on the IaaS/PaaS/SaaS 
classification. Youseff et al. (2008) proposed a unified ontology of cloud computing, defining 
concepts distinguished in five layers, with three constituents to the cloud infrastructure layer. 
This work mainly discusses the inter-dependency and composability between the different layers 
in the cloud (i.e. SaaS, PaaS, IaaS, Data-Storage as a Service (DaaS), and Communication as a 

http://www.melodic.cloud/
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Service (CaaS)). A similar approach is also introduced (Kang & Sim, 2011) that presents a search 
engine for cloud computing system and introduces the CO-1 and CO-2 ontologies to semantically 
define the relationship among cloud services. It is used for determining the similarity among 
cloud services using three types of reasoning (i.e. concept similarity reasoning, object property 
similarity reasoning, and datatype property similarity reasoning). Based on these works we re-
use and extend some of the definitions provided, as detailed in Chapter 3. 

 

Figure 3: Saloon Ontology (Quinton et al., 2012; Quinton et al., 2013) 

In the rest of this chapter, we focus on research efforts that have a bigger impact on the Metadata 
Schema. We start with CAMEL that, as already mentioned, will be reused and extended for the 

http://www.melodic.cloud/
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data models aspects, the distribution and replication of data techniques (for high availability, 
scalability, latency) and specifics on data partitioning, were identified as relevant and reusable 
for the Metadata Schema. Moreover, the relevant attributes and characteristics (e.g. throughput) 
depending on the data processing type (e.g. batch processing) were also considered. Although this 
work did not introduce any distinct taxonomies, the definitions and analyses of the major 
characteristics and challenges concerning the data-intensive applications were very beneficial 
with respect to a number of definitions used for the Melodic vocabulary. 

The work on the Metadata Schema considered or directly reused concepts and hierarchies 
introduced by the Cloud Security Alliance (CSA) with respect to a big data taxonomy (Murthy et 
al., 2014). That specific work, proposed a six-dimensional taxonomy with the aim of assisting 
decision makers to navigate through the plethora of choices in compute and storage 
infrastructures as well as data analytics methods, and security and privacy frameworks (Murthy 
et al., 2014). For example, in the Metadata Schema we reused and slightly extended the data 
domains taxonomy introduced by CSA which can be found in Figure 5. In addition, we considered 
latency requirements (e.g. (near) real-time, batch), compute (e.g. batch, streaming) and storage 
infrastructures (e.g. SQL, NoSQL, NewSQL) along with processing complexity aspects. 

 

 

Figure 5: Data Domains from the CSA Big Data Taxonomy (Murthy et al., 2014) 

Another important ontology that we have considered for the Metadata Schema is the Context 
Aware Security Model of the PaaSword project (Verginadis et al., 2016; Veloudis et al., 2016). In 
Figure 6, the reader may find an overview of the Context Aware Security model as it has been 
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described in the Paasword project (Verginadis et al., 2016). This semantic model is reused in terms 
of a hierarchical structure of classes and properties that provides a complete set of concepts 
introduced into the Melodic vocabulary in order to address the description of context associated 
to processing or access control decisions.   

 

 

Figure 6. PaaSword Context Aware Security Model Overview (Verginadis et al., 2016)   

http://www.melodic.cloud/
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describing the available cloud offerings, mainly at the IaaS and PaaS levels. This includes 
concepts that reveal processing (e.g. CPU), storage (e.g. Capacity), network (e.g. Bandwidth) as well 
as hypervisor characteristics or capabilities at IaaS level. At a PaaS level, we include concepts that 
characterise the available or required platform type, environment (e.g. OS) as well as the security 
controls (e.g. Data Sanitization) that it currently supports. As mentioned in the previous chapter, 
for deriving this set of classes and properties of this facet, the main vocabularies and/or 
ontologies that we reused and extended were the Saloon ontology (Quinton et al., 2012; Quinton et 
al., 2013), and CAMEL (Rossini et al., 2015). 

The second model facet of the Schema is the Big Data Model for multi-cloud management. This 
model provides a hierarchical structure over a number of concepts and properties that can be 
used for describing characteristics of data to be processed, that should be considered during 
application placement or cloud reconfiguration decisions. As mentioned in Chapter 2, for deriving 
this model facet we mainly built on and extended several vocabularies like: DICE (Gómez et al., 
2016), the work of (Kleppmann, 2017) and the CSA Big Data Taxonomy (Murthy et al., 2014). 
Nevertheless, to the best of our knowledge, this is the first systematic effort that tries to capture 
all the different data-related aspects that are important for data intensive applications. Thus, this 
model facet reveals big data aspects (e.g. Volume, Velocity, Quality etc.), data management details 
(e.g. Acquisition, Data Storage, Processing etc.), data location and timestamp along with the 
relevant data domains (e.g. Finance, Social Networking etc.), that characterize the big data to be 
processed in multi-cloud environments. 

The last model facet of the Schema is the Context Aware Security model. This model aggregates 
a number of concepts and properties for describing and enforcing context-aware access control 
policies. This part corresponds to the Context-aware model developed by ICCS in terms of the 
PaaSword project (Verginadis et al., 2016; Veloudis et al., 2016), extending it with a number of 
concepts that consider the infrastructural requirements and available offerings in the Melodic 
application scenarios. Based on the security context elements or the context patterns described, 
the Melodic consortium will implement an authorization engine that will enhance the access 
control to sensitive big data, managed by Melodic-enabled multi-cloud applications. 

We note that the Melodic’s Metadata Schema provides a thesaurus structure that describes 
entities and their interrelations. As the work with the Melodic Upperware progresses, a need 
might be identified to specifically define a set of valid values (terms) per each concept introduced, 
to be injected in the CAMEL sub-models. In this case, these allowed values will be included in the 
Metadata Schema as some class instances (to be introduced by a dedicated editor). These 
instances may bound the CAMEL web-editor to the valid values that the Melodic adopter would 
wish to restrict. It is also important to mention that this document reports on the first iteration of 
the Melodic’s Metadata Schema, for which a dedicated editor will be developed as part of the 
Melodic project so the Schema can be easily updated by any of the Melodic adopters.  
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